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H(E?IA

H(E?IA

H(E?IA-TT-O/8P%9!-BE?-O26P7G5-?(AIE(?

----!/0$123415$125718+,:
Z

"PJ%9OF6VWW"PJ%9OF6V/0!X

----!/0$123415$678!5948+,:

!!!!HEGY65!!!I!4MHK61

!!!!EU76D!!!!I!-,;;1

HIA-?(AIE(?+!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O26P7G5,-QQ-R

----?(AIE(?+!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O/8P%9!,

HIA?(A-!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O26P7G5$98L2195

----SF<'<=<;-@-98L2195:

H(E?IA

HIA?(A-!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O26P7G5$!29G980

----SF<'<=<;-@-!29G980:

----=(I;IE#--@-!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O26P7G5$319:

H(E?IA

HIA?(A-!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O26P7G5$8482

----SF<'<=<;-@-8482:

H(E?IA

H(;C(-TT-E<'-+O/8P%9!-BE?-O26P7G5-?(AIE(?,

HIA?(A-!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$!29G980

HIA?(A-!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O26P7G5$3194195/

----TT-IA-'U(F(-IC-B-?(AB&;'-SFI<FI'"-=(I;IE#-?(AIE(?V-&C(-'UB'-'<-IEI'IB;IW(

----TT-'U(-=(I;IE#X

----=(I;IE#-@-!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O26P7G5$3194195/:

H(;C(

----=(I;IE#-@-Y:-TT-4'U(FDIC(-C('-I'-'<-W(F<X

H(E?IA

H(E?IA

H(E?IA-TT-O/8P%9!-BE?-O26P7G5-?(AIE(?

----!/0$123415$125718+,:
Z

:*.#"%'*,+&*(?%*
1&.,A),+5-(+(6$&$,"6
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********************************************F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%

%6+'R*G47.%4%"(/(#+"*-]/47.%
"PJ%9OF6VWW"PJ%9OF6V/0!X

----!/0$123415$678!5948+,:

!!!!HEGY65!!!I!4MHK61

!!!!EU76D!!!!I!-,;;1

HIA-?(AIE(?+!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O26P7G5,-QQ-R

----?(AIE(?+!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O/8P%9!,

HIA?(A-!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O26P7G5$98L2195

----SF<'<=<;-@-98L2195:

H(E?IA

HIA?(A-!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O26P7G5$!29G980

----SF<'<=<;-@-!29G980:

----=(I;IE#--@-!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O26P7G5$319:

H(E?IA

HIA?(A-!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O26P7G5$8482

----SF<'<=<;-@-8482:

H(E?IA

H(;C(-TT-E<'-+O/8P%9!-BE?-O26P7G5-?(AIE(?,

HIA?(A-!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$!29G980

HIA?(A-!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O26P7G5$3194195/

----TT-IA-'U(F(-IC-B-?(AB&;'-SFI<FI'"-=(I;IE#-?(AIE(?V-&C(-'UB'-'<-IEI'IB;IW(

----TT-'U(-=(I;IE#X

----=(I;IE#-@-!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O26P7G5$3194195/:

H(;C(

----=(I;IE#-@-Y:-TT-4'U(FDIC(-C('-I'-'<-W(F<X

H(E?IA

H(E?IA

H(E?IA-TT-O/8P%9!-BE?-O26P7G5-?(AIE(?

----!/0$123415$125718+,:
Z

"PJ%9OF6VWW"PJ%9OF6V/0!X

----!/0$123415$678!5948+,:

!!!!HEGY65!!!I!4MHK61

!!!!EU76D!!!!I!-,;;1

HIA-?(AIE(?+!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O26P7G5,-QQ-R

----?(AIE(?+!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O/8P%9!,

HIA?(A-!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O26P7G5$98L2195

----SF<'<=<;-@-98L2195:

H(E?IA

HIA?(A-!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O26P7G5$!29G980

----SF<'<=<;-@-!29G980:

----=(I;IE#--@-!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O26P7G5$319:

H(E?IA

HIA?(A-!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O26P7G5$8482

----SF<'<=<;-@-8482:

H(E?IA

H(;C(-TT-E<'-+O/8P%9!-BE?-O26P7G5-?(AIE(?,

HIA?(A-!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$!29G980

HIA?(A-!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O26P7G5$3194195/

----TT-IA-'U(F(-IC-B-?(AB&;'-SFI<FI'"-=(I;IE#-?(AIE(?V-&C(-'UB'-'<-IEI'IB;IW(

----TT-'U(-=(I;IE#X

----=(I;IE#-@-!/0J2%$K2182G$J/8!L$%752M$3194195/$98N21J948$31454!4G$O26P7G5$3194195/:

H(;C(

----=(I;IE#-@-Y:-TT-4'U(FDIC(-C('-I'-'<-W(F<X

H(E?IA

H(E?IA

H(E?IA-TT-O/8P%9!-BE?-O26P7G5-?(AIE(?

----!/0$123415$125718+,:
Z

C(--D)EEE

" 9+47&%?%"'/5#.#()*^
" %](%"'/5#.#()*^
" &%3'%/5#.#()*^
" 4/#"(/#"/5#.#()*^

C(--D)EEE

" 9+47&%?%"'/5#.#()*^
" %](%"'/5#.#()*^
" &%3'%/5#.#()*^
" 4/#"(/#"/5#.#()*^
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!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!"#$%&'(')*+#$$,%$-).+#/%0(1$%2&.'#$3&$("&"#$%&'(')*+#$$,%$-).+#/%0(1$%2&.'#$3&$("&

! 41&.56*$&%"&$"&!7&'#$3&!%$!&8)5

! 9#5!:.);'&+

! !"#$%&'()$*&)$(&$+,('-(.//)$(0*-

! 9&.!<=51$35#$5#/>

! ?5@&6/8AA

! B.1$"'#3&$

! C.3&;$%55&!"&.!&8)52<=51$3

! D1/).%#'!

!

! E15#++&$-#551$3

F;&.;'%60
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********************************************F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%

**;K=*5#%(%(*87&/9?4#((%.*M3&*J&%""3"0*3"F*
_/7'%.3"0*$+"*`3%&'9?"%#F%"F%"*@%./"0%"*

5/F.)*4+F3./&#M%F

I%..*4+F3./&#M%F*9+"9%&"

I#(?+3(*;K= I#(?*;K=

&.5(A$

;'7%<(1K&#%"(#%&(%*=&+0&/44#%&3"0
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********************************************F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%

94:=*F'(66>67)<"6)!"#)>62)!$

! G",6H:",6$.
! 5%M%#9?"%"*8(%..%"*#"*F%&*:'"7'&++.$'>I$>'**["/4%*a+#"17+#"('\
+F%&*-&%#0"#''%*#4*./3,%"F%"**J"6$'"--#->..)[9+F%*a+#"17+#"('\

! I%&F%"*2(I-&',$,<*'7%M#,#M#%&(*F3&9?*5",6$A>$)(K5'(..,"6.)

! 92<,A(
! M3'b(M.#9?%*0-(+(6$()[c%(?+F%"d*B/(%"d*EEE\d*I%&F%"*
#"*5%'(#44(%*_./''%"*+F%&*8(&3<(3&%"*%#"0%,>0(*['(/(#'9?\

! M3'b(M.#9?%'*L('M&-$(6)[6+F%\d*F/'
" 1(#"'(d)&#$('
" &'">62*[/"'(%..%*$+"\*

**5%'(#44(%"*-&%#0"#''%"*#4*_+"(&+..,.3''*/<(#$#%&(*I#&F
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!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!"#$%&'(')*+#$$,%$-).+#/%0(1$%2&.'#$3&$("&"#$%&'(')*+#$$,%$-).+#/%0(1$%2&.'#$3&$("&

! 41&.56*$&%"&$"&!7&'#$3&!%$!&8)5

! 9#5!:.);'&+

! <5=&0/).%&$/%&./&!:.)3.#++%&.1$3

! 9&.!>?51$35#$5#/@

! !"#$%&'((

! A.1$"'#3&$

! B.3&;$%55&!"&.!&8)52>?51$3

! C1/).%#'!

!

! D15#++&$-#551$3

E;&.;'%60
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********************************************F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%

;'7%9(6AA

! ;K=*87&/9?%&I%#(%&3"0*,>&*6AA
! 8)"(/]*3"F*8%4/"(#<*/"0%.%?"(*/"*;'7%9(e

! f%&<M%303"(%&'(>(M3"0
! 8+3&9%1C%$%.*f%5%&*/9AA

! GB-*G"(%0&/(#+"*#"*-9.#7'%
3"F*[<+44%&M#%..\*H#'3/.8(3F#+

! K7%"8+3&9%*=&+a%<(

! _+44%&M#%..%&*8377+&(
F3&9?*73&%RR')'(%4'*N45T

! ;<(#$%*23(M%&16+443"#()

M$$5=NN%%%E&.5(A$AE"'7M$$5=NN%%%E&.5(A$AE"'7
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********************************************F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%

/F$#9%*()7%

8)"(/9(#9*-.%4%"('

BCS(='-2;([(E'!<&E'(F-.

--B?\I=(-()(=&'I<E+]^-&'I;**_&(&(**(E`&(&(+XXX,],-*-BA'(F+,-

--.

----SFIE'A+-]--PCS(='-2;([(E'!<&E'(F*-BA'(F-_&(&(**(E`&(&(aRE]-,:

--Z

--XXX

Z:

-.%4%"(6+3"(%&UE/?

7+#"(93(*%]7&%''#+"

/F$#9%*5+F)

/'7%9(*"/4%
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********************************************F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%

=+#"(93(*-]7&%''#+"'

! =+#"(93(*%]7&%''#+"'*/&%*4/F%*,&+4*EEE
# +&$AM)(K5'(..,"6.d*%E0E*Og*3(#.RR`3%3%RR%"`3%3%[EEE\O

" /&%*4/(9?%F*/0/#"'(*6AA*7&+0&/44*%"(#(#%'*! "/4%*a+#"17+#"('
" '377+&(*I#.F9/&F'

# 5",6$A>$)#>6A$,"6.d*%E0*%]%93(#+"[EEE\d*9/..[EEE\d*(?/([EEE\
" (K(A>$,"6=*/..*7+#"('*#"*(?%*9+"(&+.*,.+Id*I?%&%*/*
,3"9(#+"*#'*/5+3(*(+*5%*%]%93(%F*! 9+F%*a+#"17+#"('

" A&--=)/..*7+#"('*#"*(?%*9+"(&+.*,.+Id*I?%&%*/*
,3"9(#+"*#'*/5+3(*(+*5%*9/..%F*! 9+F%*a+#"17+#"('

! =+#"(93(*,3"9(#+"'*9/"*5%*9+45#"%F*#"(+*%]7&%''#+"'
" 3'#"0*.+0#9/.*9+""%9(+&'R*hhd*iid*j
" -]/47.%R*9/..[Og*3(#.RRP3%3%RR%"`3%3%[EEE\O\*hh*I#(?#"[Og*4/#"[EEE\O\
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********************************************F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%

;F$#9%

/F$#9%*,+&*9+F%*a+#"17+#"('*[&3"(#4%*%$%"('\
! 1(#"'()&2<,A(

" /F$#9%*9+F%*&3"'*1(#"'(*(?%*+&#0#"/.*9+F%
" 4/)*&%/F*/"F*4+F#,)*,3"9(#+"*7/&/4%&(%&*[9/..*A*%]%93(#+"\

! &#$(')&2<,A(
" /F$#9%*&3"'*&#$('*(?%*+&#0#"/.*9+F%
" 4/)*&%/F*/"F*4+F#,)*,3"9(#+"*&%'3.(*$/.3%'*[9/..*A*%]%93(#+"\

! &'">62)&2<,A(
" /F$#9%*9+F%*&3"*,6.$(&2)"#*(?%*+&#0#"/.*9+F%
" +&#0#"/.*9+F%*9/"*5%*%]7.#9#(%.)*#"$+<%F*5)*'bScdSF<=((?+,

#"(&+F39(#+"'
" ,3&(?%&*4%(?+F'd*/((&#53(%'d*EEE*/&%*#"'%&(%F*#"(+*9./''%'
" %](%"'#+"*+,*#"(%&,/9%'*/"F*9./''*#47.%4%"(/(#+"'
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********************************************F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%

=;BCC-!;BCCP-.

S&e;I=*

--\<I?-A<<+,.

----SFIE'A+f!;BCCP**A<<+,gRE,:

--Z

Z-

IE'-[BIE+,.

--SFIE'A+f[BIE+,REg,:

--!;BCCP-B:

--BXA<<+,:

Z

&2<,A()(K(A>$,"6[k$+#F*6./'';RR,++[\l\*R*1(#"'([\

&2<,A()(K(A>$,"6[k$+#F*6./'';RR,++[\l\*R*&#$('[\

&2<,A()A&--*[k$+#F*6./'';RR,++[\l\*R*1(#"'([\

&2<,A()A&--*[k$+#F*6./'';RR,++[\l\*R*&#$('[\

@%,+&%*W*;,(%&*;F$#9%

#"')A&--)O",6)5",6$.=

#"')(K(A>$,"6)O",6)5",6$.=
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********************************************F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%

=;BCC-!;BCCP-.

S&e;I=*

--\<I?-A<<+,.

----SFIE'A+f!;BCCP**A<<+,gRE,:

--Z

Z-

IE'-[BIE+,.

--SFIE'A+f[BIE+,REg,:

--!;BCCP-B:

--BXA<<+,:

Z

&2<,A()(K(A>$,"6[k$+#F*6./'';RR,++[\l\*R
&'">62[\*
****!"#$%"&'$("

****$O5HP5'"A((2/3

****)#*"%&'$("

&2<,A()A&--[k$+#F*6./'';RR,++[\l\*R*&'">62[\

****!"#$%"&'$("

****$O5HP5'"A((2/3

****)#*"%&'$("

;&+3"F*;F$#9%

#"')A&--)O",6)5",6$.=

#"')(K(A>$,"6)O",6)5",6$.=
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********************************************F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%

=;BCC-!;BCCP-.

S&e;I=*

--\<I?-A<<+,.

----SFIE'A+f!;BCCP**A<<+,gRE,:

--Z

Z-

&2<,A()k6./'';l*R*.-,A(*A-&..*m

**+%,-)*"&"."/"0*&*$&,0*%$(1'"
5>1-,A=

**+1!.,'&"."/"0*&*$&,0*%$(1'"

no

G"(&+F39(#+"'
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********************************************F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%

@%#'7#%.R*%6+'*=&#+&#()*6%#.#"0*=&+(+9+.
MKC6GF-SFI<FI'"$=(I;IE#-.

--[E35-=B;;$=;(BF$=(I;IE#+!"#$5UF(B?h,:

--XXX

--M5[3G6-f!"#$%&'()g-*-="#$SFI<FI'"-=(I;IE#:

--XXX

--M5[3G6-GE7KFDOGF3E7+f!"#$%&'()g,-*-M4F6D+,-.

----F\Ccd'UB'+,cd=(I;IE#-@-!/0J2%$O26P7G5$3194195/:

--Z

--M5[3G6-GMHH+]^-!"#$%&'()**;<=>$IEE(F+XXX,],

------QQ-U3FN37+]^-!"#$%&'()**;<=>+XXX,],

------QQ-MDJK+C(;A,-

----*-M4F6D+!"#$5UF(B?h-C(;A,-

--.

----34+a+hF\CcdF(C&;'+,,,-.

------=B;;$=;(BF$=(I;IE#+C(;A,:

----Z

--Z

--XXX

--

Z:

C&.)*****)C"
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********************************************F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%

0,6#Q7>67*%#"%&*H/&#/5.%*
'",.,02%#"*/..%*_./''%"*4#(*

F%4*2/4%"*342561*"7

@%#'7#%.R*%6+'*=&#+&#()*6%#.#"0*=&+(+9+.
MKC6GF-SFI<FI'"$=(I;IE#-.

--[E35-=B;;$=;(BF$=(I;IE#+!"#$5UF(B?h,:

--XXX

--M5[3G6-f!"#$%&'()g-*-="#$SFI<FI'"-=(I;IE#:

--XXX

--M5[3G6-GE7KFDOGF3E7+f!"#$%&'()g,-*-M4F6D+,-.

----F\Ccd'UB'+,cd=(I;IE#-@-!/0J2%$O26P7G5$3194195/:

--Z

--M5[3G6-GMHH+]^-!"#$%&'()**;<=>$IEE(F+XXX,],

------QQ-U3FN37+]^-!"#$%&'()**;<=>+XXX,],

------QQ-MDJK+C(;A,-

----*-M4F6D+!"#$5UF(B?h-C(;A,-

--.

----34+a+hF\CcdF(C&;'+,,,-.

------=B;;$=;(BF$=(I;IE#+C(;A,:

----Z

--Z

--XXX

--

Z:

C&.)*****)C"
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********************************************F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%F/"#%.E.+?4/""D#",+&4/(#<E3"#1%&./"0%"EF%

9>.#QM'(6*F%&*80,*,).,9,"%102&

6&AM*F%4*0'.$(--(6*%#"%&*
342561*"7%G"'(/"M

@%#'7#%.R*%6+'*=&#+&#()*6%#.#"0*=&+(+9+.
MKC6GF-SFI<FI'"$=(I;IE#-.

--[E35-=B;;$=;(BF$=(I;IE#+!"#$5UF(B?h,:

--XXX

--M5[3G6-f!"#$%&'()g-*-="#$SFI<FI'"-=(I;IE#:

--XXX
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Example: Synchronization in AspeCos

18

aspect int_sync {

pointcut sync() = execution(...) // kernel calls to sync
|| construction(...)
|| destruction(...);

// advise kernel code to invoke lock() and unlock()
advice sync() : before() {
Cyg_Scheduler::lock();

}
advice sync() : after() {
Cyg_Scheduler::unlock();

}

// In eCos, a new thread always starts with a lock value of 0
advice execution(
"%Cyg_HardwareThread::thread_entry(...)") : before() {
Cyg_Scheduler::zero_sched_lock();

}
...

};
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OS093: If interrupts are disabled and any OS services, excluding the interrupt 
services, are called outside of hook routines, then the Operating System shall return 
E_OS_DISABLEDINT 

 
 
7.6.3.4 Service Restrictions for Non-Trusted OS-Applications 
 
7.6.3.4.1 Background & Rationale 
 
The OS service calls available are restricted according to the calling context (see 
Section 7.6.3.2). In a protected system, additional constraints need to be placed to 
prevent non-trusted OS-Applications executing API calls that can have a global effect 
on the system. Each level of restriction is a proper subset of the previous level as 
shown in Fig. 8. 
 

 

Fig. 8: API Restrictions 

 
There are two defined integrity levels: 
 

1. Trusted 
2. Non-Trusted 

 
that correspond exactly with trusted and non-trusted OS-Applications. 
 
 
7.6.3.4.2 Requirements 
 

OS054: The Operating System shall ignore calls to ShutdownOS() from non-trusted 

OS-Applications. 
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2.4 Chapter Summary

system software is very technical in nature, too; the above mentioned “technical” aspects
are dominant concerns of system software development! In the specification of AUTOSAR
OS [AUT06a], for instance, we can find the requirement OS093:

If interrupts are disabled and any OS services, excluding the interrupt services,

are called outside of hook routines, then the operating system shall return

E_OS_DISABLEDINT. [AUT06b, p. 40]

This requirement translates almost “literally” to an AspectC++ aspect:

aspect DisabledIntCheck {

advice call( pcOSServices() && !pcInterruptServices() )

&& !within( pcHookRoutines() ) : around() {

if( interruptsDisabled() )

*tjp->result() = E_OS_DISABLEDINT;

else

tjp->proceed();

} };

Nevertheless, my thesis also involves facets of AOP methodology. The idea of total
obliviousness, for instance, will be given up – however, we will see that the mechanisms
behind obliviousness remain nevertheless useful. The mechanisms for quantification will
be improved – and shape up as broadly applicable.

2.4 Chapter Summary

Embedded systems are special-purpose systems. They are ubiquitous, we can find them in
many different shapes in our everyday lives. They are typically applied to areas of mass
production – domains, in which the hardware cost pressure calls for a strict reduction of
functionality to what is actually needed. Hence, system software for embedded systems
has to cope with a huge set of potential requirements, but also with relatively small and
specific sets of actual requirements. It has to be easily customizable and tailorable. This
is especially true for the operating system. State of the art to implement fine-grained
customizability in operating system code is the C preprocessor.

Software product lines are a promising approach towards a higher-level understanding
and representation of customizability in embedded operating systems. The general idea
is to provide customers with a mapping from an intentional problem space describing
potential configurations to an extensional solution space that contains the actual software
variants. In practise, all these variants have to be implemented somehow, which ideally
would be done by a good separation of concerns in the implementation of features.

AOP aims at improving separation of concerns by extending other programming paradigms,
such as OOP, by another dimension of decomposition. It specifically provides developers
with a clear separation of the what and the where of concern implementation.
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