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Abstract. The World-Wide Web (WWW) hypertext
system uses TCP/IP connections for network-transpar-
ent access to hypertext documents. Documents often
contain several inlined images which have to be trans-
ferred as individual documents from the server to the
client. For each transfer a separate TCP/IP connection
has to be established. A significant amount of the total
response time is caused by the latency due to the open-
ing procedure of a TCP/IP connection. This paper pre-
sents a small extension of the HTTP protocol used by
WWW servers and clients. The extension allows the re-
use of established connections and, thus, reduces laten-
cy. At the same time, the extension is transparent to
servers and clients using the standard HTTP protocol.

1 Introduction

The World-Wide Web (called WWW) is a distributed
hypertext system [1] which is increasingly being used
throughout the world. Users can browse hypertext doc-
uments provided by a WWW server. The browser or
WWW client manages the interconnections to servers
needed to present a hypertext document. The communi-
cation is ruled by the Hypertext Transport Protocol
HTTP [2] which in turn uses TCP/IP connections [3]
opened by the client and accepted by the server.

One of the drawbacks of the WWW system is the bad
response time of browsers when a user wants to view a
new document: for each document a separate TCP/IP
connection to a server is established, a request is sent,
and a reply is received. Finally, the connection is
closed. The response time depends on the bandwidth of
the network connection from client to server site. To in-
crease bandwidth and, thus, to shorten response time,
cache servers have been introduced which cache hyper-
text documents on locally available servers [4,5]. The

connections from clients to cache servers have usually
a quite high bandwidth.

Another factor contributing to the total response time is
that most of the documents contain several inlined im-
ages which need to be loaded by the browser to present
the document to the user. These images are to be loaded
through individual requests to the server. Each request
requires its own TCP/IP or HTTP connection respec-
tively. The latency of establishing a TCP/IP connection
is not to be neglected, even when using cache servers.

We present a solution to this problem introducing reus-
able TCP/IP connections. Chapter 2 presents theoretical
aspects of the proposed HTTP extension. In chapter 3 a
prototype implementation is discussed. We added the
new feature to our WWW server and to aMosaic client.
Chapter 4 introduces a server management algorithm
for time-out handling. Chapter 5 offers the patches to
add the new feature toMosaic 2.4. Finally, chapter 6
concludes with a summary.

2 HTTP Hold-Line Extension

To overcome the problem of high latency caused by hy-
pertext documents with several inlined images we pro-
pose a HTTP extension which allows to hold the estab-
lished TCP/IP connection after the server replied to the
initial request of the client. If the client wants to send
another request to the same server it proceeds as if the
connection has been established just for this request.
The server replies as usual.
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2.1 The Hold-Line Header

The main obstacle of this scheme is that the server usu-
ally forks a process for each request for processing it.
This forked process needs to hold the line to the client.
It is not appropriate to keep forked processes alive if the
client never wants to reuse the connection. Thus, the
HTTP extension has to provide a way for clients to sig-
nal to servers that they are capable of holding the line
and that they are going to do so in the current situation.
Therefore, a new request header is introduced. It’s name
is Hold-Line . After the header name a value may be
added. The value should be an integral number indicat-
ing the time-out when the client will drop the connec-
tion on not receiving any further requests from the user,
e.g.:

Hold-Line: 5

In this example, the header signals to the server that the
client will drop the line after five seconds if there is no
further request from the user. If the server does not
know about the hold-line feature it will simply ignore
the new header. If the client does not provide the num-
ber of seconds it only signals to the server that it wants
to hold the line.

If the server gets a request without aHold-Line  head-
er it will proceed as usual. If a client sends a request
with aHold-Line  header the server decides whether
it wants to hold the line after the reply or not. This deci-
sion is signalled to the client by aHold-Line  header
in the reply message. The value part is the number of
seconds the server wants to hold the line. This might be
the number recommended by the client, but the server
may change the number of seconds to its needs. If the
server does not provide a number of seconds in the
header line it signals to the client that it will hold the line
for an arbitrary amount of time.

If a client gets noHold-Line  header in the reply mes-
sage it knows that the server is not capable of the feature
or does not want to hold the connection. If a client gets
the header it can hold the line up to the indicated num-
ber of seconds.

A prerequisite is that the client can detect the end of the
reply message. In the HTTP Version 0.9 the end of the
message is simply signalled by dropping the connec-

tion. HTTP Version 1.0 provides aContent-
Length  header line which indicates the exact length of
the reply message [2]. If the server cannot guarantee
that the client can detect the end of the message it must
not return theHold-Line  header to the client.

2.2 Compatibility

The extension of the HTTP protocol is compatible to the
standard HTTP protocol, because clients’ request mes-
sages which do not include the new header line are pro-
cessed as usual. Servers which do not support the exten-
sion simply ignore the new header and will not return
the new header to the client.

Fig. 2.1 shows the server’s state diagram. Grey shaded
states are the usual states of a standard HTTP server.
Only two further states are necessary to implement the
server behavior. The state transitions mean:

accept The server accepts the client’s open of a
new connection.

rcv std The server receives a standard HTTP re-
quest.

reply std The server replies a standard HTTP mes-
sage.

rcv hl The server receives a HTTP request with
Hold-Line  header.

reply hl The server replies a HTTP message with
Hold-Line  header.

timeout The server gets a time-out.

hl timeout The hold-line time-out exceeded.

The client’s state is a little bit more complex. Fig. 2.2
shows the client’s state diagram. Again, shaded states
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Fig. 2.1 Server’s state diagram
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are the states of a standard HTTP client. The transitions
mean:

open The client opens a connection to a server.

send std The client sends a standard HTTP request.

get std The client gets a standard HTTP reply
message.

send hl The client sends a HTTP request with a
Hold-Line  header.

get hl The client gets a HTTP reply message in-
cluding aHold-Line  header.

error The client detects an error.

hltimeout The hold line time-out exceeds

When client and server hold the line and the client de-
cides to send another request this request may interfere
with the server’s wish to drop the line. Thus, the server
will not get the new request and the client will detect an
error. This error should be handled by a silent retry
opening a new connection to the same server.

3 Implementation

The proposed HTTP extension was implemented and
tested. The server side was easy to implement. We used
a prototypical version of thePerplex WWW server [6].
This server software is under development. It is derived
from thePlexus [7] server software and as this written
in thePerl programming language [8,9]. Indeed, the ex-
tension needed only a few lines of code. The minimal
functionality of the HTTP protocol extension was im-
plemented. The server returns aHold-Line  header if
the corresponding request had one. Eventually, the serv-
er holds the connection up to a defined time-out period.
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Fig. 2.2 Client’s state diagram
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The client side was more complex to implement. The
libwww  library of theMosaic 2.4 software [10] for
UNIX is not prepared for such an extension. We imple-
mented a very simple subset of the extension. This sub-
set does not consider time-out values, but holds the con-
nection until it is recognized as closed by the server.
Our implementation may not be correct in several cases
of errors but demonstrates that the feature is implement-
able and provides the desired benefits. A final imple-
mentation of the client side of the HTTP extension may
hold a few connections to servers at once and may man-
age time-outs.

We tested a patchedMosaic 2.4 client together with our
Perplex 0.91 server on a SparcStation 10/40. The load-
ing time of two documents of our WWW tree have been
compared running server and client with and without
the hold-line feature. Document 1 is the home page of
the computer science department in Erlangen. This doc-
ument is about 2k large and contains 4 small and 2 me-
dium size inlined images totalling a size of 18k. Docu-
ment 2 presents the Erlangen Icon Collection. It is about
3.7k large and contains 35 small inlined images with a
total size of about 11k. The URLs of the documents are:

Document 1:
http://www4.informatik.uni-erlangen.de/

Document 2:
http://www4.informatik.uni-erlangen.de/

images/

The measured response times are presented in the fol-
lowing table:

All values are measured at the client side without the
communication with the X11 server which usually pre-
sents a hypertext document to the user. We used the
ftime(3) system call for measurement placed at the first
open(2) or socket(2) and the lastclose(2) system call.

standard hold-line 5 s

Document 1 5.6 s 3.5 s

Document 2 28.1 s 14.6 s
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There is a significant optimization of the response time
with the new feature. We believe that further optimiza-
tion in the client software could be done to improve the
new feature. In the current implementation ofMosaic
2.4, each character is copied about four to five times be-
fore it can be used for display. This does not matter
when the software spends a lot of time in the initializa-
tion of the HTTP connection. With the new feature, the
initialization is very short and data processing needs a
significant portion of the overall response time and is,
thus, to be further optimized. The server software is also
a matter of further optimizations.

4 Server Management

If there are a lot of clients using the HTTP extension the
server may be heavily overloaded with spawned server
processes holding the TCP connections to their clients.
We designed a server management component for our
prototypical server which adapts the maximum of the
holding time for new requests according to the servers
load.

The server daemon counts the number of forked pro-
cesses. If the number exceeds a certain threshold the
hold-line time-out for new requests is decreased. If the
number falls below a certain minimum the time-out is
increased again. When there are too many processes no
hold-line feature is granted to clients at all. Therefore,
noHold-Line  header is returned. This allows users to
hold the line to the WWW server for a long period of
time (e.g. 20s) if the server is idle most of the time. Such
a long holding time will increase efficiency not even for
inlined images but also for the hypertext document
which a user wants to access next. With our test envi-
ronment, we noticed that even a time-out of 5s is suffi-
cient to load the next document through the held con-
nection because often the path to a target document is
well known, but needs navigation through several other
documents.

5 Availability

ThePerplex server software is not yet available, but we
have an early version of thePerplex server running
which also provides the proposed HTTP extension. For
tests use the URL:

http://camelot.informatik.uni-erlangen.de/

The client software is available as patches forMosaic
version 2.4 as WWW document:

http://www4.informatik.uni-erlangen.de/
IMMD-IV/Persons/fzhauck/holdline.patch

6 Conclusion

We presented a small extension to the HTTP protocol
which allows the reuse of established HTTP connec-
tions to servers. This reuse reduces latency caused by
multiple connections to a server while loading inlined
images of a document. Combined with a cache server,
the new feature provides a significant reduction of the
total response time.

The extension is compatible to the existing HTTP stan-
dard, i.e. old and new client or server software can in-
teract with each other.
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